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ABSTRACT
With the development of information technology and the deepening of
enterprise informatization, there are new challenges of enterprise
information security investment decisions because of cooperative
relationships among multi-enterprises. In this paper, the Gordon-Loeb
model is extended to the multi-enterprise game environment, and
combined with the probability of hacker invasion, which can stimulate
enterprises to increase investment in information security and reduce
costs, the game model of information security investment among
complementary enterprises is constructed. Through this model, the
impact of factors on optimal investment can be analyzed. It is found
that the information security level of enterprises in cooperation
situation is higher than that in the non-cooperation situation. Our
research shows that the optimal investment will increase with the
increase of the probability of one spread in cooperative situations,
which is contrary to the changing trend of enterprises in non-
cooperation situations, and there is a minimum expected cost
threshold. According to the results, enterprise compensation
mechanism and information sharing mechanism are designed to ensure
the optimal level of social information security, it provides a new
solution to deal with the information security investment decision of
complementary enterprises under the characteristics of multi-enterprise
and non-cooperative.
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1. Introduction

With the continuous development of information and communication technology, the extensive
application of e-commerce and the deepening of enterprise informatization, new information secur-
ity issues are gradually emerging(Ahmad, Maynard, and Park 2014). At present, information security
in the world is facing extremely severe challenges. Information security has not only affected the
interests of individual enterprises or industries, but also affected social stability and national security,
resulting in an increasingly urgent need for information security defense(Lowry, Dinev, and Willison
2017). In order to solve information security problems, enterprises will invest more in information
security, but previous studies have shown that the greater the investment in information security,
the more advanced the use of information security technology, the final result is not necessarily
the best (Cavusoglu, Mishra, and Raghunathan 2005; Dor and Elovici 2016; Feng, Wang, and Li
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2014; Qian et al. 2017). At the same time, the advanced information technology can contact the
associated enterprises and integrate supply chain, such as the Continuous Replenishment
Program (CRP), Electronic Data Interchange (EDI) and Vendor Managed Inventory (VMI), this technol-
ogy can let enterprises to form close connections and information sharing with their upstream and
downstream enterprises and even with their competitors, that is, the security of an enterprise infor-
mation system can directly affect another enterprise (Gao, Zhong, and Mei 2015; Jeong, Lee, and Lim
2019). For example, on February 24, 2017, the ‘Sunshine Integrity Alliance’ was formally established
at the initiative of JD.com, together with 14 well-known enterprises such as Tencent, Baidu, Wal-Mart
China, Procter & Gamble, and the Criminal Law Science Research Center of Renmin University of
China. The alliance aims to build a Great Wall of security for anti-corruption, anti-fraud and infor-
mation security crime and create a commercial environment of safe consumption. It indicates that
the occurrence of information security incidents among enterprises is correlated, and existing enter-
prises have reached cooperation on information security.

Due to the network connection, software system similarity, business contacts, and enterprise
information assets, there may be some complementary relationships between enterprises’ infor-
mation assets (Chen, Kataria, and Krishnan 2011). Between complementary companies, hackers
need to gain value by breaking into one company and then successfully breaking into another
(Liu, Ji, and Mookerjee 2012). Due to the relation of information assets between complementary
enterprises, if only one enterprise is invaded, the complementarity of information assets ensures
that the hacker will not gain any gains and the enterprise will not suffer losses. The following two
examples can better illustrate the complementarity of enterprise information assets (Gao, Zhong,
and Mei 2014; Liu, Ji, and Mookerjee 2012): (a). When customer information overlaps between
two enterprises, one enterprise stores customer names and id Numbers in its information system,
and another enterprise stores customer names, addresses, and phone numbers in its information
system. Only when the information systems of both companies are successfully invaded can the
hacker fraudulently apply for a new credit card. (b). The large commercial aircraft manufacturing
industry is a supply chain system formed by main manufacturers, sub-system suppliers and com-
ponent suppliers. Major manufacturers may outsource the work of designing major components
for new products to other companies, such as mitsubishi heavy industries, kawasaki heavy industries
and Fuji heavy industries, which helped design the body parts for the Boeing 767 and 777, hackers
who want to gain access to the overall design of the new aircraft will have to gain access to all the
companies’ design information. This characteristic of information assets greatly affects the motiv-
ation of hackers, thus affecting the information security investment decisions of enterprises.

In terms of information security investment decision-making among complementary enterprises,
there have been relevant studies on two information security investment decision-making problems
of complementary enterprises under the circumstance of information sharing (Gao, Zhong, and Mei
2014; Wu et al. 2017). The existing scholarship in this field, however, stays short of considering the
effects of the quantity of multi-enterprise and the relationship of cooperative, they will affect the
investment level of enterprise information security in reality. Therefore, it is of great practical signifi-
cance to make a theoretical study on the optimal investment level of multi-enterprise with comp-
lementary information assets in non-cooperation situation and to make a comparative analysis
with cooperation situation. The quantity of multi-enterprise and the relationship of cooperative
make information security investment decision among complementary enterprises face new chal-
lenges. In this paper, the Gordon-Loebmodel is extended to the multi-enterprise game environment,
and combined with the probability of hacker invasion, which can stimulate enterprises to increase
investment in information security and reduce costs, the game model of information security invest-
ment among complementary enterprises is constructed. Through this model, the impact of enter-
prise quantity, probability of one spread and probability of hacker invasion on optimal
investment can be analyzed in the case of non-cooperation and cooperation situations. The previous
researches seldom consider the problem of enterprise information security investment under the
complementary of information assets, and this paper enriches the theory of enterprise information
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security investment decision. Also, It provides a new solution to deal with the information security
investment decision of complementary enterprises under the characteristics of multi-enterprise and
cooperative relationships.

In this paper, a literature review is presented in Section two. The proposed model is constructed in
Section three. The results of the enterprises’ information security investment decision in the case of
non-cooperation and cooperation are analyzed in Section four and Section five. The enterprise com-
pensation mechanism and information sharing mechanism are designed in Section six. Finally, man-
agerial implications and conclusions are presented in Section seven and Section eight.

2. Related literature

This section reviews the enterprise information security investment issues from the perspective of
risk management and security cost–benefit. Next, it reviews the decision-making issues of infor-
mation security investment among related enterprises, and finally analyzes the contributions and
shortcomings of existing achievements.

On the investment analysis of enterprise information security risk management, Wang and Song
proposed an investment strategy using multi-objective model, the model uses opportunity cost to
transform the risk of information, measures the efficiency of security-related tools and policies by
influencing factors, and then obtains a number of alternative optimal investment strategies
(Wang and Song 2008). Huang et al. analyzed the investment in information security from the per-
spective of a risk-averse decision-maker (Huang, Hu, and Behara 2008). Yong et al. proposed the
profit optimisation model of information security investment based on value-at-risk and operational
risk model of financial economics (Yong, Kauffman, and Sougstad 2011). Li et al. proposed a software
process model with risk management and cost control modules to help improve software risk man-
agement (Li et al. 2012). On the cost–benefit aspect of security, Gordon and Loeb proposed an econ-
omic model to optimise enterprise investment in information security, it is found that for a given
potential loss, the enterprise does not always need to invest it in the information assets with the
greatest security risk (Gordon and Loeb 2002), and this model has been empirically tested by
actual data from e-local governments in Japan (Tanaka, Matsuura, and Sudoh 2005). Anderson
and Choobineh analyzed the optimal strategy of enterprise information security investment with
investment budget constraints (Anderson and Choobineh 2008). Shirtz and Elovici propose a new
framework for optimising investment decisions, this framework assumes that companies can
come up with remedies that address established security issues (Shirtz and Elovici 2011). Bojanc
et al. proposed an optimal investment evaluation and decision model of security technology
based on quantitative analysis of information security risk and digital asset evaluation in enterprises
(Bojanc, Jerman-Blažič, and Tekavčič 2012). Dor and Elovici propose a conceptual model based on
the grounded theory, this model reflects the latest decision-making practices for information secur-
ity investment in several industry organisations (Dor and Elovici 2016). Existing research points out
that the greater the investment in information security, the more advanced the use of information
security technology, the final effect is not necessarily the best, enterprises need to balance the
relationship between security, cost and benefit to maximise the benefits of the whole system. The
system vulnerability of enterprises is related to the investment efficiency, investment amount and
the allocation of information systems. These research results provide a realistic background and
basis for the research of enterprise information security investment decisions.

As for the information security investment decision among related enterprises, Hausken studied
the information sharing and information security strategies of related enterprises, he analyzes the
extent of information sharing, and how does each firm make a trade-off between information
sharing and security investments (Hausken 2007). However, the findings of this paper have been
altered in studies by Gao et al., they explored how to determine the security investment and infor-
mation sharing of the two companies through the security default probability function (Gao, Zhong,
and Mei 2015). Bandyopadhyay studied the information security investment strategy of two
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enterprises, considered the network propagation and analyzed the optimal investment strategy
(Bandyopadhyay, Jacob, and Raghunathan 2010). Liu et al. analyzed the relationship between infor-
mation security investment and information sharing between two affiliated enterprises and found
that complementary enterprises have a natural motivation for information sharing and do not
need an external influence to induce sharing (Liu, Ji, and Mookerjee 2012). Gao et al. studied the
security investment and information sharing of complementary enterprises based on game theory
and analyzed the optimal choice of enterprises and hackers (Gao, Zhong, and Mei 2014). Using differ-
ential game theory, Gao and Zhong explore alternative dynamic strategies for security investment
and information sharing under target attack. Based on this, both enterprises can influence the
value of their information assets through internal pricing mechanism (Gao and Zhong 2016).
Based on evolutionary game-theoretic approach, Zhu et al. studied the sustainability of investment
security investment in online social networks (Zhu, Liu, and Feng 2019). Ezhei and Ladani analyzed
the effects of interdependency in security investment of firms against strategic attackers, they pro-
posed a differential game among the networked firms in which attackers act strategically (Ezhei and
Ladani 2020).

The existing research provides the research background, research basis and research method for
enterprise information security investment decision-making problem extraction, and points out the
theoretical and practical significance of enterprise information security investment decision-making
research. However, Due to the new enterprise information security problems, it is more necessary
to systematically consider the influence of inter-enterprise relationship on enterprise group infor-
mation security investment decisions. Previous studies focused on single or two enterprises, and
did not consider the influence of network propagation on complementary enterprise information
security investment strategy. In addition, because the hacker behaviour can directly affect the enter-
prise information security technology level and enterprise information security behaviour, thus it will
affect the enterprise information security investment decision, but current researches generally
assume that the probability of hacking by hackers is a fixed value, while the probability of hacking
by hackers can stimulate enterprises to increase input in information security and reduce costs to
some extent, so it is necessary to consider the probability of hacking by hackers as a variable and
study its influence on the investment decision of enterprise information security. Therefore, how to
carry out theoretical researchon theoptimal investment level ofmulti-enterprisewith complementary
information assets in non-cooperation situation, and compare with the optimal investment results in
cooperation situation, so as to put forward effective incentivemechanism is a new challenge faced by
information security investment decision-making among complementary enterprises.

3. The model

3.1. Notation

In this section, we consider information security investment decisions between two or more comp-
lementary enterprises in non-cooperative and cooperative situations. The variables and parameters
involved are as shown below.

n the number of enterprises in the complementary enterprise group
L the loss suffered by a single enterprise after the information system of the enterprise group is successfully invaded by

hackers
q probability of one spread between complementary enterprises
pi the probability of firm i being directly attacked by hackers, i(i = 1, 2, . . . , n)
d the probability of hacking by hackers
v the probability of successful direct invasion by hackers without information security investment
xi the information security investment of firm i, i(i = 1, 2, . . . , n)
b enterprise information security investment efficiency
Ci the expected cost of firm i, i(i = 1, 2, . . . , n)
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3.2. Model description

According to previous studies (Gordon and Loeb 2002; Qian et al., 2017; Wu et al. 2015), the prob-
ability of enterprise information system being directly and successfully invaded by hackers is related
to three parameters, therefore, the probability of the enterprise being successfully invaded by
hackers can be expressed as p(d, v, x). Where d(0 , d , 1) is the probability of hacker invasion. If
the enterprise’s information security investment is confidential to hackers, then the enterprise’s
information security investment will not affect the probability of hacker invasion. v(0 , v , 1) is
the probability of direct successful invasion by hackers when the enterprise has no information
security investment, which is mainly determined by the configuration of the information system
(Huang, Hu, and Behara 2008). x is the information security investment. This paper extends the
model of Gordon and Loeb (Gordon and Loeb 2002) to express the probability function of enterprise
information system being directly and successfully invaded by hackers as pi = p(xi) = dvbxi+1, where
b is the information security investment efficiency of the enterprise.

In the complementary enterprise group, the two connecting enterprises may be directly or
indirectly attacked by hackers. Direct attack refers to the successful hacker attack caused by the vul-
nerability of the enterprise’s information system. Indirect attack refers to the fact that the hacker first
successfully intruded into the complementary enterprises of the enterprise, because of the net-
work’s ability to exploit trusted links between complementary companies, the probability that
other enterprises are successfully invaded by hackers due to inter-enterprise correlation is q.

The spread path of hacker attacks between complementary enterprises is shown in Figure 1. The
hacker first successfully penetrated firm 1, while firm 2 was indirectly attacked due to its connection
with firm 1, while firm 3 was successfully attacked due to its internal connection with firm 2. It can be
seen from the figure that firm 1 was directly attacked, firm 2 was indirectly breached due to primary
network transmission, firm 3 was successfully invaded due to secondary network transmission, and
firm n was successfully invaded due to the n− 1 spread. In a complementary situation, a hacker who
successfully intrudes into one enterprise also needs to successfully intrude into other enterprises in
the enterprise group to obtain value. If only one company is hacked, the complementarity of infor-
mation assets ensures that the hacker will gain no value and the company will not lose.

Assuming that each enterprise in the complementary enterprise group is homogeneous, when
the enterprise group information system is successfully invaded by hackers, the loss of each enter-
prise is L. Assuming that there is no prior information about the vulnerability of enterprises, it is
reasonable to assume that the probability of each enterprise being attacked is equal. Then the prob-
ability of firm 1 being successfully invaded by hackers is

P1 = 1− (1− p1)
∏N

n=2

(1− qn−1pn) (1)

Where p1 is the probability that firm 1 is successfully attacked directly by hackers, qn−1pn is the prob-

ability that firm 1 is successfully attacked indirectly by hackers, and (1− p1)
∏N

n=2
(1− qn−1pn) is the

probability that enterprise 1 is not successfully invaded by hackers.
Assuming that all enterprises are risk-neutral, the information security investment of firm

i(i = 1, 2, . . . , n) is xi and the initial investment is 0. The larger the enterprise information security
investment, the higher the enterprise information security level.

Figure 1. The spread path of hacker attacks.

TECHNOLOGY ANALYSIS & STRATEGIC MANAGEMENT 5
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4. Enterprise information security investment decision in the case of
non-cooperation

This section analyzes the equilibrium strategy of a single enterprise in the case of non-cooperation in
the complementary enterprise group, The probability of the firm i(i = 1, 2, . . . , n) being successfully

invaded by hackers is 1− (1− pi)
∏N

n=2
(1− qn−1pn), and the objective of the enterprise is to minimise

its expected cost, so the objective function of the firm i is

Min Ci = [1− (1− pi)
∏N

n=2

(1− qn−1pn)]L+ xi (2)

According to formula (2), it can be obtained

∂Ci
∂xi

= dbLvbxi+1 ln v
∏N

n=2

(1− qn−1pn)+ 1 (3)

∂2Ci
∂x2i

= db2Lvbxi+1( ln v)2
∏N

n=2

(1− qn−1pn) (4)

According to formula (4),
∂2Ci
∂x2i

. 0, the optimal information security investment of each enterprise

can be obtained by lemma 4.1.

Lemma 4.1: When the enterprises in the complementary enterprise group are not cooperative, the
optimal investment of each enterprise is x∗, and the Nash equilibrium solution of each enterprise is

(x∗, x∗, . . . , x∗), where x∗ satisfies x∗ = − ln (−dvbL ln v
∏N

n=2 (1− qn−1pn(x∗)))
b ln v

.

Based on the optimal security investment and Nash equilibrium solution given above, the
influence of enterprise size, probability of primary spread between complementary enterprises
and probability of direct invasion of hackers on the optimal security investment can be analyzed.
Due to the security investment of each enterprise in the complementary enterprise group is
equal, the probability of each enterprise being directly invaded by hackers is equal. It can be seen

by lemma 4.1 that x* should satisfy dbLvbxi+1 ln v
∏N

n=2
(1− qn−1pn(xi))+ 1 = 0. Because

∏N
n=2 (1− qnpn+1)∏N
n=2 (1− qn−1pn)

= 1− qnpn+1 , 1, then
∏N

n=2
(1− qn−1pn) will decrease as the number of enter-

prises increases. For firm i, in order to satisfy dbLvbxi+1 ln v
∏N

n=2
(1− qn−1pn(xi))+ 1 = 0, the value

of p(xi) = dvbxi+1 needs to increase so that enterprises in the complementary enterprise group
will reduce their information security investment. Thus, theorem 4.1 can be obtained.

Theorem 4.1: If the number of enterprises in the complementary enterprise group is n, in the case of
non-cooperation, the optimal information security investment x∗ is negatively correlated with the
number of enterprises n.

Theorem 4.1 shows that with the increase of the number of enterprises in the complementary
enterprise group, the optimal investment of each enterprise will decrease, which will increase the
probability of hacker’s successful invasion and reduce the information security level of the enterprise
group. Although the increase in the number of enterprises can make enterprises share risks, it is easy
to reduce the level of enterprise information security. When the number of enterprises is greater
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than a certain critical value, enterprises do not need to make an investment. Therefore, enterprises
should balance the advantages and disadvantages brought by new entrants. For example, among
the outsources of the Boeing Company, there are more airframe parts manufacturers but fewer
engine manufacturers. In the outsourcing activities with other manufacturers, the Boeing
Company could reduce the number of companies by simultaneously manufacturing certain airframe
parts or outsourcing core parts.

As
∏N

n=2
(1− qn−1pn) will decrease with the increase of the probability of one spread between

complementary enterprises. For firm i, in order to satisfy dbLvbxi+1 ln v
∏N

n=2
(1− qn−1pn(xi))+ 1 = 0,

the value of p(xi) = dvbxi+1 needs to increase, then each enterprise in the complementary enterprise
group will reduce its information security investment. Thus, theorem 4.2 can be obtained.

Theorem 4.2: For the probability of one spread q [ (0, 1) between any enterprise, if each enterprise in
the complementary enterprise group is not cooperative, the optimal information security investment x∗

monotonically decreasing.

Theorem 4.2 shows that with the increase of the probability of the first spread between comp-
lementary enterprises, its optimal information security investment will decrease. Bandyopadhyay
et al. (Bandyopadhyay, Jacob, and Raghunathan 2010) proposed two complementary enterprise
information security investment game models and found that network dissemination has a negative
impact on the optimal investment strategy of enterprises. That means the increase of the probability
of one spread between complementary enterprises will reduce the enterprise’s information security
investment motivation. So, in the case of non-cooperation, complementary enterprises can adjust
the network structure of the enterprise group and reduce the connection with other enterprises.
For example, if the information security investment of the Boeing Company and other enterprises
is not cooperative, its industrial chain structure can be adjusted to the mode of secondary and ter-
tiary contractors, so as to adjust the network connection.

Due to the increase of the number of enterprises or the probability of one spread between enter-
prises will increase the probability of successful invasion by hackers, however, the analysis shows
that enterprises will not increase the investment in information security, but reduce the amount
of investment, which further worsens the information security environment of enterprises, the
reason for this phenomenon is the ‘free-riding’ behaviour among enterprises. Enterprise information
security investment is not only beneficial to its own information system security but also beneficial to
the security of other enterprise information systems. The increase of enterprise information security
investment will cause the marginal benefit of its security investment to decrease. The marginal
benefit of enterprise information security investment will decrease with the increase in the
number of enterprises or the probability of one spread, as a result, enterprises will reduce their
investment in information security. By analysing the influence of hacker invasion probability on
the optimal investment of enterprises in the case of non-cooperation, theorem 4.3 can be obtained.

Theorem 4.3: For any probability of hacker invasion d [ (0, 1), if the enterprises in the complementary
enterprise group are not cooperative, the optimal information security investment x∗ among enterprises

increases monotonically, that is
dx
dd

. 0.

Theorem 4.3 shows that in the complementary enterprise group game model, the information
security investment of each enterprise will increase with the probability of hacker’s direct invasion.
This is a counterintuitive conclusion, as the probability of hacker invasion increases, enterprises will
face more risks and greater losses, but in fact, the increase of the probability of hacker invasion will
stimulate enterprises to increase investment, and then improve the level of information security of
enterprises. Next, the information security investment level and the influence of each parameter on
the optimal investment can be analyzed under the condition of cooperation.

TECHNOLOGY ANALYSIS & STRATEGIC MANAGEMENT 7
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5. Enterprise information security investment decision in the case of cooperation

This section analyzes the optimal information security investment strategy of complementary enter-
prises in the case of cooperation. Minimising the expected cost of all enterprises is the goal of the
enterprise group, so the objective function of the enterprise group is

Min C = [1− (1− p)
∏N

n=2

(1− qn−1pn)]L+ nx (5)

According to formula (5), it can be obtained

∂C
∂x

= dbLvbx+1 ln v
∏N

n=2

(1− qn−1pn)+ n (6)

∂2C
∂x2

= db2Lvbxi+1( ln v)2
∏N

n=2

(1− qn−1pn) (7)

According to formula (7),
∂2Ci
∂x2i

. 0. For the optimal information security investment of enterprises,

when formula (6) is 0, that is dbLvbx+1 ln v
∏N

n=2
(1− qn−1pn)+ n = 0, lemma 5.1 can be obtained.

Lemma 5.1:When all the enterprises in the complementary enterprise group cooperate completely, the
optimal information security investment is x∗

′
, where x∗

′
satisfies

x∗
′ =

ln
n
v
− ln (−dvbL ln v

∏N

n=2
(1− qn−1pn(x∗

′
)))

b ln v
.

By comparing x∗ and x∗
′
, obviously, in the case of cooperation, the optimal investment of each

complementary enterprise group is higher than that of non-cooperation, so the information security
level of enterprises in cooperation is higher than that of enterprises in non-cooperation. By compar-
ing the expected costs of enterprises in the case of cooperation with those in the case of non-
cooperation, theorem 5.1 can be obtained.

Theorem 5.1: When the enterprise loses L .
−1

p′ ∏N
n=2 (1− qn−1pn)

,
∂Ci
∂xi

, 0, and the investment

of the enterprise in the case of full cooperation x∗
′
is greater than that in the case of non-cooperation x∗,

then the expected cost of the enterprise in cooperation Ci(x∗
′
) is less than that in the case of non-

cooperation Ci(x∗
′
).

Theorem 5.1 shows that when the loss of an enterprise is greater than a certain threshold, the
investment of the enterprise in the case of cooperation is higher than that in the case of non-
cooperation, and the expected cost is lower than that in the case of non-cooperation. In other
words, under the condition of cooperation, enterprises can improve their information security
level and reduce their expected cost. When the enterprise is in cooperation, there is a minimum
expected cost threshold. When it is lower than this threshold, it is not necessary for the enterprise
to make an investment. When it is higher than this threshold, the expected cost of the enterprise
will increase with the increase of the enterprise investment. Therefore, not all risks are worthy of
investment. If the expected cost of the enterprise is very small, the enterprise should bear a
certain risk, so it is not necessary to make an investment. When the expected cost of an enterprise
is very high and the enterprise is faced with a disastrous consequence, the optimal investment of the
enterprise will reach a stable level. In this case, with the increase of the expected cost, the optimal
investment of the enterprise will not increase significantly, the best solution for enterprises is not to
overinvest, but to adopt other methods to transfer risks, such as information security outsourcing or
purchase of commercial insurance. Based on the above optimal security investment of
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complementary enterprises in the case of cooperation, the influence of each parameter on the
optimal security investment can be analyzed, and theorem 5.2 can be obtained.

Theorem 5.2: Complementary enterprise group in full cooperation, the optimal information security

investment x∗
′
is negatively correlated with the number of enterprises n, that is,

dx
dn

, 0.

According to theorem 4.1 and theorem 5.2, each enterprise in the complementary enterprise
group, whether in the case of non-cooperation or cooperation, although increasing the number
of enterprises can bring more shared information to the group, its optimal information security
investment decreases with the increase of the number of enterprises, which will increase the prob-
ability of hacker’s successful invasion and reduce the information security level of the group of enter-
prises. Therefore, no matter in the case of non-cooperation or cooperation, the enterprise group
should balance the advantages and disadvantages of the new entrants. As for the influence of
the probability of one spread on the optimal security investment, theorem 5.3 can be obtained.

Theorem 5.3: For the probability of one spread q [ (0, 1) between any enterprise, in the case of
cooperation, the optimal information security investment x∗

′
is positively correlated with the probability

of one spread q, that is,
dx
dq

. 0.

Theorem 5.3 proves that under the condition of cooperation, the optimal investment will increase
with the increase of the probability of one spread between enterprises, which is contrary to the chan-
ging trend of enterprises under the condition of non-cooperation. The increase in the probability of
one spread between enterprises will lead to the information system of the enterprise group is more
likely to be successfully invaded by hackers. In the case of non-cooperation, enterprises do not care
whether their information system will ‘infect’ other enterprises if it is successfully invaded by
hackers. As a result, it has a negative impact on enterprise strategy. The reason for this phenomenon
is that there may be free-riding behaviour among complementary enterprises.

Therefore, when each enterprise in the complementary enterprise group makes independent
decisions, enterprises only consider their own interests and do not consider that when hackers
invade other enterprises through the probability of spread between enterprises, they will cause
losses to the whole. If the enterprise group makes the collaborative decision, its goal is to minimise
the overall expected cost, which encourages the enterprise to reduce the expected loss of the enter-
prise group by increasing information security investment. It can be seen that the optimal invest-
ment in cooperation between enterprises can increase the level of information security and
reduce the overall expected cost. Therefore, in order to promote the cooperation between enter-
prises, it is necessary to design enterprise compensation mechanism and information sharing
mechanism.

6. Design of incentive mechanism

6.1. Enterprise compensation mechanism

Due to the optimal security investment of each enterprise in the complementary enterprise group in
the non-cooperative case is less than the optimal security investment in the cooperative case, and
the expected cost in the non-cooperative case is higher than the expected cost in the full coopera-
tive case. Therefore, a social planner is needed to take the place of enterprises to make joint
decisions, through the design of enterprise compensation mechanism to encourage enterprises to
increase their investment in information security in order to reach the optimal level.

It is assumed that the enterprise can detect the hacker’s intrusion and identify whether it is direct
or indirect. If the enterprise is caused by the indirect intrusion of hackers, then the connected enter-
prise should pay some compensation to the enterprise. It is assumed that the enterprise indirectly
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invaded by hackers can obtain lL from the enterprise connected with it, where l is the compen-
sation coefficient.

When firm j is successful indirect invaded by hackers just because of firm i, firm i needs to com-
pensate firm j. Under this mechanism, the objective function of the firm i is

Min CB = x + [1− (1− pi)
∏N

n=2

(1− qn−1pn)]L+
∑n

j=1,j=i

piq(1− pj)lL−
∑n

j=1,j=i

pjq(1− pi)lL (8)

In formula (5), the first item is the information security investment of firm i, the second item is the
expected cost of firm i, the third item is the compensation that firm i needs to be paid to other enter-
prises when they are successfully invaded due to indirect intrusion of firm i, the fourth item is the
compensation that firm i received from other enterprises when firm i is successfully invaded due
to indirect invasion of other enterprises. After simplifying (8), it can be obtained

Min CB = x + [1− (1− pi)
∏N

n=2

(1− qn−1pn)]L+
∑n

j=1,j=i

(pi − pj)qlL (9)

According to formula (9),
∂2CB
∂x2

. 0, So when x∗B satisfies
∂CB
∂x

= 0, that is, when x∗B satisfies

1+ dbLvbx+1 ln v
∏N

n=2
(1− qn−1pn)+ ndblLvbx+1 ln v = 0, the optimal investment of each enterprise

in the complementary enterprise group can be obtained. By comparing the optimal investment of
the enterprise with the non-cooperative situation, we can get x∗B . x∗i , that is, the optimal invest-
ment in the enterprise compensation mechanism is higher than the investment in the case of
non-cooperation. Therefore, the level of enterprise information security under the enterprise com-
pensation mechanism is higher than that under the non-cooperative situation. Next, the expected
cost under the enterprise compensation mechanism and the non-cooperative condition are com-
pared. Since each enterprise in the complementary enterprise is homogeneous, the expected cost
of the enterprise under the enterprise compensation mechanism can be expressed as

Min CB = x + [1− (1− pi)
∏N

n=2
(1− qn−1pn)]L. When L satisfies L .

−1

dbvbx+1 ln v
∏N

n=2
(1− qn−1pn)

,

∂CB
∂x

, 0, then CB(x∗B) , Ci(x∗i ), that is, the expected cost under the enterprise compensation mechan-

ism is less than the expected cost under the non-cooperative situation. Thus theorem 6.1.1 can be
obtained.

Theorem 6.1.1: When the loss of enterprise L .
−1

dbvbx+1 ln v
∏N

n=2
(1− qn−1pn)

, if firm i is directly

invaded by hackers, and firm j is indirectly invaded by hackers due to firm i, the firm i needs to pay lL to
firm j. Under the enterprise compensation mechanism, the optimal investment of the enterprise x∗B is
greater than the investment x∗i in the case of non-cooperation, and the expected cost CB(x∗B) is less
than the expected cost Ci(x∗i ) in the case of non-cooperation.

Therefore, under the enterprise compensation mechanism, enterprises can not only improve the
information security level of complementary enterprise groups but also reduce their expected costs,
which is an effective economic incentive measure. Then the relationship between the optimal invest-
ment amount and the compensation coefficient under the enterprise compensation mechanism can

be inferred. Due to
dxB
dl

= − ndbvbx+1 ln v

db2Lvbx+1( ln v)2
∏N

n=2
(1− qn−1pn)+ ndb2lLvbx+1( ln v)2

. 0, so the
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optimal investment increases with the increase of compensation coefficient. It can also be concluded

that when l , −
1+ dbLvbx+1 ln v

∏N

n=2
(1− qn−1pn)

ndbLvbx+1 ln v
, enterprise investment is insufficient, when

l . −
1+ dbLvbx+1 ln v

∏N

n=2
(1− qn−1pn)

ndbLvbx+1 ln v
, the enterprise will overinvest. Therefore, under the enter-

prise compensation mechanism, when l = −
1+ dbLvbx+1 ln v

∏N

n=2
(1− qn−1pn)

ndbLvbx+1 ln v
, the underinvest-

ment and overinvestment can be avoided. The compensation mechanism of enterprises shows
that the enterprises responsible for the indirect breach of other enterprises should compensate
the enterprise that is breached indirectly, which is reasonable and increases the enthusiasm of enter-
prises for security investment.

6.2. Information sharing mechanism

In order to promote the sharing of security information among enterprises, the US government has
established a number of agencies, such as the National Internet Emergency Center (CONCERT),
United States Secret Service Electronic Crime Working Group and so on. At the same time, indus-
try-based Information Sharing and Analysis Center (ISAC) has been established, including infor-
mation technology, supply chain, aviation, financial services, public transportation, etc.
Information Technology-Information Sharing and Analysis Centre (IT-ISAC) promotes Information
Sharing about cybersecurity threats and vulnerabilities. The centre provides a neutral forum for
members to share and learn non-public details about threats and vulnerabilities with their counter-
parts at other member companies. When enterprises share security information through such organ-
isations, they can analyze and classify the information, quickly disseminate physical and cyber threat
alerts, and recommend security solutions to member enterprises to protect their information
systems as soon as possible. This section discusses the benefits of information sharing and deeply
studies the investment decisions of complementary enterprises under the information sharing
mechanism.

Assuming that enterprises do not consider the risk of information leakage when sharing infor-
mation security, an enterprise can get security information from other enterprises, then other enter-
prises of information security investment will be shared with the enterprise. In other words, firm iwill

receive u
∑N

n=2
xn investment from other enterprises, where u represents the information sharing rate

between firm i and other enterprises. Under the information sharing mechanism, the objective func-
tion of firm i is

Min Cs = [1− (1− pi(xi + u
∑N

n=2

xn))
∏N

n=2

(1− qn−1pn(xi + u
∑N

n=2

xn))]L+ xi (10)

According to formula (10), the optimal information security investment of the enterprise under the

information sharing mechanism can be obtained as x∗S =
u ln

n
v
− ln (−dvbL ln v

∏N

n=2
(1− qn−1pn))

b ln v
.

By comparing with the optimal investment in the case of non-cooperation, it can be obtained that
x∗S . x∗, then the optimal investment in the information sharing mechanism is greater than the non-
cooperation situation. Therefore, the information security level of enterprises under the information
sharing mechanism is higher than that under the non-cooperative condition. Next, the expected
costs of enterprises under the information sharing mechanism and the non-cooperative condition
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are compared. When L satisfies L .
−1

p′ ∏N
n=2 (1− qn−1pn)

,
∂CS
∂x

, 0, then CS(x∗S ) , CS(x∗i ), that is, the

expected cost under the enterprise information sharing mechanism is less than the non-cooperative
situation. Then, under the enterprise information sharing mechanism, the enterprise can not only
improve the information security level of the complementary enterprise group but also reduce its
expected cost. Thus, theorem 6.2.1 can be obtained.

Theorem 6.2.1: Under the enterprise information sharing mechanism, when the enterprise loses

L .
−1

p′ ∏N
n=2 (1− qn−1pn)

, the optimal investment x∗S is greater than the investment x∗ in the case of

non-cooperation, and the expected cost CS(x∗S ) is less than the expected cost CS(x∗i ) in the case of
non-cooperation.

According to theorem 6.2.1, when the loss of an enterprise by hackers is greater than a certain
threshold, under the information sharing mechanism, the enterprise can not only improve the infor-
mation security level of the complementary enterprise group but also reduce its expected cost,
which is an effective economic incentive measure. According to this, the relationship between the
optimal investment amount and the probability of one spread can be inferred, and theorem 6.2.2
can be obtained.

Theorem 6.2.2: When the information sharing efficiency u . −b ln v
∏N

n=2
(1− qn−1pn), the optimal

investment x∗S of complementary enterprises is positively correlated with the probability of one spread

q between enterprises, that is,
dxS
dq

. 0.

Theorem 6.2.2 shows that when the information sharing efficiency is greater than a certain
effective value, the optimal investment of complementary enterprises will increase with the increase
of the probability of one spread between enterprises. In other words, when the efficiency of infor-
mation sharing is greater than a certain effective value, the probability of one spread between enter-
prises plays a positive role in the information security investment decision of enterprises, which can

ensure the effectiveness of the information sharing mechanism. When u . −b ln v
∏N

n=2
(1− qn−1pn),

dx
du

= − 1− dvbx+1

b2dvbx+1( ln v)2
∏N

n=2
(1− qn−1pn)+ bduvbx+1 ln v

. 0, from this, theorem 6.2.3 can be

obtained.

Theorem 6.2.3: Under the information sharing mechanism, when the information sharing efficiency

u . −b ln v
∏N

n=2
(1− qn−1pn), the optimal investment x∗S of complementary enterprises is positively cor-

related with the enterprise information sharing efficiency u, that is
dx
du

. 0.

Under the information sharing mechanism, when u = 0, x∗S = x∗; when u = 1, x∗S = x∗
′
. That is,

when the efficiency of information sharing is 0, the optimal investment amount of enterprise infor-
mation security is equal to the investment amount of enterprise decision-making alone; when the
efficiency of information sharing is 1, the optimal investment of enterprise information security
reaches the socially optimal investment level. Therefore, the information sharing mechanism is an
effective economic incentive mechanism.

12 X. LI



www.manaraa.com

7. Managerial implications

This paper considers the influence of the enterprises’ quantity, the probability of one spread and the
probability of hacker invasion on the investment decision of enterprise information security, and
studies the information security investment decision of complementary enterprises. By comparing
the investment level and expected cost of information security in non-cooperative and cooperative
situations, there are two effective economic incentive mechanisms are proposed. The followingman-
agement implications can be obtained from the research results.

(1) Complementary enterprise groups should strengthen cooperation in information security to
improve the level of information security.

Firstly, the investment level of each enterprise does not reach the optimal level of society, and each
enterprise underinvests in security in the non-cooperative situation; the information security level of
each enterprise in cooperation situation is higher than that in non-cooperation situation, and its
expected cost is lower than that in non-cooperation situation. Secondly, when an enterprise is in
cooperation, the optimal investment will increase with the increase of the probability of one
spread, which is contrary to the changing trend of enterprises in non-cooperation. As a result, it
has a negative impact on corporate strategy. The reason for this phenomenon is that there may
be free-riding behaviour between complementary enterprises. When the enterprise is in
cooperation, its goal is to minimise the overall expected cost, which encourages the enterprise to
increase the investment in information security to reduce the expected loss. Thus, the optimal invest-
ment in cooperation situation can increase the level of information security and reduce the overall
expected cost.

(2) Complementary enterprise groups should control the number of enterprises internally to reduce
information security risks.

Although increasing the number of enterprises can bring more shared information to the group, its
optimal investment in information security decreases with the increase of the number of enterprises
whether in the non-cooperative cases or in cooperation cases, this will increase the probability of
hacker invasion and reduce the information security level.

(3) Complementary enterprise groups should take appropriate risks to avoid overinvestment.

When the enterprise is in cooperation, there is a minimum expected cost threshold. When it is lower
than this threshold, the enterprise does not need to invest. When it is higher than this threshold, the
expected cost of the enterprise will increase with the increase of the enterprise investment. When
the expected cost of the enterprise is too high that the enterprise is faced with a disastrous conse-
quence, the optimal investment of the enterprise will reach a stable level. At this point, the optimal
investment of the enterprise will not increase significantly as the expected cost increases, then the
best solution for enterprises is not to overinvest, but to adopt other methods to transfer risks, such as
information security outsourcing or commercial insurance.

(4) The government and relevant departments should establish an enterprise compensation mech-
anism and information sharing mechanism to promote the cooperation of enterprises.

From the perspective of social planners, this paper puts forward the compensation mechanism and
information sharing mechanism to promote the cooperation of enterprises. These two mechanisms
can improve the information security level of enterprise groups and reduce the expected cost, which
are effective economic incentive measures. Through modelling analysis, it is necessary to set an
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appropriate compensation coefficient to ensure the effectiveness of the enterprise compensation
mechanism. If the compensation coefficient is less than a certain threshold, it will lead to insufficient
investment; if the compensation coefficient is greater than a certain threshold, it will lead to exces-
sive investment.

8. Conclusion

With the development of information technology and the deepening of enterprise informatization,
enterprises are facing more and more threats in information security. Information security problems
gradually evolve from isolated and individual enterprise problems to security problems with public
characteristics, the multi-enterprise and ways of cooperation make information security investment
decision among complementary enterprises face new challenges. This paper studies the information
security investment decision-making problem between enterprises with complementary infor-
mation assets in non-cooperation and cooperation situation. This study makes significant contri-
butions to the current scholarly literature. Firstly, it points out the significance of enterprise
information security investment decision research in theory and practice. Secondly. it provides the
new solution for the multi-enterprise information security investment decision. The existing research
indicates that the more investment enterprises make in information security, the better the result will
be, however, the enterprise’s system vulnerability is related to the number of enterprise, the enter-
prise’s investment efficiency, investment amount and the configuration of information system.
These research results provide the realistic background and basis for the enterprise information
security investment decision research.

In the research on information security investment decision of complementary enterprises, only
the negative impact brought by the increase of the number of enterprises is considered, but in fact,
the new enterprise can bring new knowledge to the existing enterprise and have a positive impact
on the existing enterprise, so this factor can be taken into account in the future. In addition, different
types of hackers have different attack frequency, consequences, and necessary defensive measures.
In the future, we can further study the investment problem of enterprise information security under
different attack modes of hackers, analyze the optimal investment strategy of enterprises and
propose an effective incentive mechanism.
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